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(54) ACCESS CONTROL METHOD AND SYSTEM FOR CIPHERED SHARED DATA 

(57)Abstract: 

PROBLEM TO BE SOLVED: To allow user groups to share data with 
security by using a ciphering communication technology. 
SOLUTION: A data ciphering section 14 and a data key ciphering section 
15 of a terminal equipment 3 cipher data respectively by using a data key 
generated by a data key generating section 13 and use a public key 221 
corresponding to a designated secrecy group to cipher the data key and a 
server 5 stores the data 21 1 and a data key 212. In the case of referencing 
the data 21 1 , the terminal equipment 3 sends the acquired data key 212 
and an open individual key 1 1 1 to the server 5, the server 5 uses a secret 
key to decode the data key 212 and uses the open individual key 1 1 1 to 
cipher the decoded data key and sends the result to the terminal equipment 
3. A data key decoding section 17 uses a secret individual key 112 to 
decode the acquired data key and a data decoding section 18 decodes the 
data. 
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(54) [|8W<7>fc«i] (^^$n&^x-^CDT^^XM©*aXtf^X^A 



(57) \wm 

imm] m^itmm&ffi&mi^x ^—^<dw\ 

S£flf-^{LU ^Stc^— ^2 1 isyf-?i2 
1 2*»jft-rio -t*-* 2 11 S:#flS"t-S«!: 
l3fili#L/if-^il2 1 2Xt*&KHBA«l 1 1* 

-9— ^s^igftu ^< 5 lijteasga 8 t^itg 

3B^**«B7 1 2^<toTS5«B«|5Pq«2 2 2, 8H6«BP*1 

iiaot7-^i2 i 2&«-5§-u ^iiAii i i 
mm-t&o 7?—?mm^i 7{*?MBflSA«i 1 2^^ 




-§-U S^- L t f - J; o TM t ^:llf - ^ ^rl 

- if ^ A— ^ t - if ^/ w- >a cfff fT £ *l S * # 
fig ©WEE 5> <h ^Kt*— * Sr#fi8i-5«IIS (D&M&W 

^rT — * <D T $ ir x mWJjfeo 

J: o 1 1^- L tf - ^ t^Bf ^ft L, ttlBttSS 

f£-*f -^d J: otif- # k %%=f- ?mt Sr^x- 9 



(2) 1#fl?9 - 2 9 4 1 2 0 
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f-r 3 r <t <h i~ 5 nt-g-ft: s nfc**-^— * <z> r ^ 
b ? — ? lc±<>xmigt£tiZ>7 ?±*m 

U 

# «sr «f»ft u xtm^mw^m -r a £ u 

$e>t-8MSfflA«iSrfflu^TS«Lfc«r 
-^i^If « § Lfcf - ^ «li J: o t »ft LfcR 

30 [9Bn^8¥«H«RW] 
[0 0 0 1 ] 

[0 0 0 2] 

-ra^ffii:bT, M^f»i?3-24 3 0 3 5^S 

m^iti.xmm^^m^mm^^^^^m^'t^o 
[0003] B8fi, ±.m^miWiyx^j*<Dmj&$:^ 

iAiPPl, PP2, • • • «*r^gfiTS 
1 , T S 2 , • • • ^ftj^f^o if™^ 9 1 tt. 8g5fc*f 
IS^^BBSITPI, TP 2, • • • ta- ifO^CffttCD 

ffi?B<BA«iPsi f ps 2, • • * %$kn-tz>o m^m 

50 SB9 2(t ^^7^iMPS«-77^iMS^ 



3 

f££rTS 0 ffi*<BA»fi. Afflux PrnMPlzXiXm 
^{fc£ix-c^So Ei^-cfe-^x (Y) fi N *tftx*s«Y 

6*-^ 9 i £r*ijffl-rs^-if i ^MLrxm^mm-tz 

-if 1C94*0B<BA«PP lt-ioTHf-SHkbTEK (P 

pi) tte^tzy*-?m$:y—/<9 l^mm-t&o if- 
^9 i tdii^-if i fc'tt^r t-t^m&mi- s 

^fSiA^PSl (MP) ;&5«#£ftT^S<0-C\ ^-if 10 
1 fiw(OS?fe<BA*iP S l (MP) tcr^ir^L, if— 
^9lWifIil9 2^PSl (MP) £^-5§-bfc 
'&<DWmmAmP S 1 Srffll^TT*— *«EK (PP1) 
Sr«-^U t#^nfc^-^iiEKfcJ:oTS*^B9 0 
a>e>if— ^9 l^^fc^-^DT (EK) 

if-'* 9 i a>e>«s*3£« 9 0 (CBt-^ii 
jfi-Si: t-^9 1tM^Wcf-^iEK 

^^^O^iHT P 1 J: o t Bf ^-ft L t E K (TP 

i) fc&ofc^-*«&sB5fc$g«9 o—asw-t-So 

S19 0t'«i8fBTSl$:fflV^f-*«EK (TP 20 

i /j^sm 9 o ^^n/cf-^ d t (ek) 

tt5CtW5o ^^§9 2tt*»a»fe8l»ttl 
f - <t ^Tt #t ^BB-^* ^SiM P ic J; o -C85«1BA« 
PSSrflH^ffcU g*^^#iMSl:J:ot8*fiAi 
P S (MP) ^^#i"So 
[0 0 0 4] 

[«was»BfcbJ: 5 £i-S»«] ±»aHE*S«li, 

iiffi SfiS S: f£ o T ^ id t*— ^ a) i- ^ fig 4. p]-|E £ -f- 
Stf*, #^iSmttfflASEt<BA^ai«fc:pgP>ttT*5!9, [s] 30 

-60y— ^ # BS f£ 4. 5 3- - if ^7U~ ^ ffl X?*— * 

» t 5 ft was *n t ti/r ^ s a* , ^ * 

[0 0 0 5] Bf-^fb^nfzr-^^^ 
- -If Vi— m -CS ±*c 6 T * ir ;* «j 86 £ 

[0 0 0 6] 

<BA»i:*tlC-r6»«fiA«tS:«»U, if-»<{Wfc:« 



t&mW-V - 2 9 4 1 2 0 

4 

#fk*ttfc^-*fc^"-*«ii:S:1>-"-^^a6«L. if- 
W^-^£T^i?;*-rs<b#t-{:i\ S^gf^io-Cf 
t'tffitofc^— ^fiii: ^rt-^iffl t N if— ^ic«fcoT 

«S*3£«(c: J: o A®£J3 ^Tt- * m%m^ 

U *-^bfc7*— ^•JcioTBiWbfcT'-^SrM^-r 

So 

[0 0 0 7] 

[0008] muz, *mMmm<z>isxTJ*<Dmf&m-c 

S„ if— ^SfiA^S^fc^— ^X^— 
Siirtid, 5*— *(0^K#Kf£oT»PMI <K>*>f 

><om) «r»iWi-s»«-e*>So «Wff3««8tt, »pi 

«*m#^Sfefe^^^^«S:»*fib. 8S^**«(e: 

«*»*5£«:Bwi-rso str-^iiifffttat*© 
«res> s ^- * mnm^ik/m^ ^ti^nm^ s e 

[0 0 0 9] SB*S6tt3^glgg*nSISl*i8«l ltt, 
fflAiti: bT^BB<BA«l l l fcffi*<BA«l I2i* 

»*fti~s 0 Am^giu 2^m^b^^^~^- k/*^ 

*SrWJ«li-S»J»a5-CfeSo f-^iM9l3^ ^ 
So f-?i*ffMi4ii, *ii«i*^S;(ctSorA 
s*Qfa«Fi5"c*>So 1 ^mmm^ 

*r*^ao-C^Sixfc7 tf -^«iS:^BBSBPq«2 2 lt^ 

•toTHt^ti-sjsaasBr^fcSo fiA^r^ir^as 1 6 
ists^fii 1 <DBAm^ <DT?-t*%mm-rz>$m 

oTif— ^S^ibSftffio^^— ^«S:ffiffifflA«tl 1 

2{cx^xm^-r^^m^xh^o ^—*m^i s 

^mmv%^^fe^xm^-£fotz"r-?mic£^ 
X?*— ^&^-rs^sa$T-&s 0 a«*jwffli9tt. 

*y M7-^Sr^bT4S*36«3 tif — ^ 5 i: OMtc:^ 

mu?^m2 2 1 . 211. "r—?m2 1 2^1/^ 

3l{®A«il 1 l«:iSS«-fSJ:5»J»-*-Sfty«i«B-e*) 

s 0 /«cteffi*»a3tcttr(ofliitcfflA«*^i-s«! i 3a 

»^#*Ei-So 

[0010] if— ^5 tc»iK$ixsie«3fifi2 ifi % -r" 

— ^2 1 1 RU^r~—?m2 1 2 ^*&Srti-S 0 ^— ^ 2 1 



5 

ikztitivtmxm&zti, v"-?m2 1 2n^mm^ 
x^cft<ox&mn?m2 2 l^x^x^it^nt^ 

MXWfih£tiZ> 0 iktitmMW2 2*1 gtfP^irLT^ 
BBSBPq»2 2 lSt^ffi«fSi5P^«2 2 2 5 o SUB 

— Zf/\s2 3fl if CD^VU— ^CO^Ty^—^^BS 

£ Q ^-^&D^-^T^1?;*a$2 4fl !EttS£fi2 
1 Ji^t" — ^ 2 1 lRTfy*—#m2 1 2— (TDT^ir^^ 

sjffli"rssijfflisi5T*&5o ^mr^±^2 6ti k« 

2 2 J:^pq»^^T^ir^*fflJ»i-5SJIWffi^fe 

5 0 #bs • s«tti*ij^SB2 5 n #flg • sftai^— >^/u 

^SS/J^^^flJ^i-SSQiajFBT'feSo iift©Jffllg|5 2 7 
fl h!7-^^UKgf3 ircolH<oii« 

m^mmAMi 1 1 , *«;at«&*gi5p«i«2 2 2 20 

tft-TS^E— Kir, ii&co^— t^£ffitLTif-/<5<D 
iattt3Sfi2 2±(D*$?e\m£Wm-tZ>* >"r1~>x*:— K 
ir^2o^-K^fc5 0 If— ^5 j&M Vt^^-X^— 

K^^jai la^Lfev^pqa^sfW^-sjaaaw^K 

[0011] fteassfistcttttsttsEis^ii? 1 

it, ^x?mti,x^m^x?m7 1 iRrim&^x? 30 

«7 1 2£*&Jjfrf-£ 0 ^^^iT^tXgf5 7 2(1 lEDft 

W«SBPg«*-9-SB 7 3 ^BWt**i:fto 

T8S^**»7 1 2 tci J: *j SSfiBfia5Pg« 2 2 2&m^ 

^-5#LSffl5-c£>5 0 *«i*#ft;as7 4fi «h§-$ 

ixfc^r-^iiSr^BHfflASil 1 1 (-<£ oTBt^k-TSftL 
Mtfc^ 0 iiffif&J»8]5 7 5 fl h!7-^^LT 
iifaSJ««|5 2 7 fc(^Pfl<75iift*«J«i-s«JIW«BT*fe5o 

t, ietg^H7 i ±<o^^^ii^M*fi-^> >rty^ 

■^^^»S:5E*fi"S*fliaSB^«l^L, 8 1*3 <Z> 

[0012] $u^e 3 , if — 5 Rximwmmm s 



^^^P9 - 2 9 4 1 2 0 

6 

[0 0 1 3] 0 211 y*— — ^«(r±oTBf^t 
U «P*{b$ixfc7 f -^t7 f -^*SriaitK«2 

st^^ -e<^«s*8« 3 &t/if — ^ 5 i^&s^sftns:^ 

II Wx.tf77^/KQJ: 5K*£*o^— <z>« 
3J1 f-^«EKS:4*t5 (^7^3 2) 0 t*— 

3 4) 0 ro536f3i!*tt««K^ffiffiS:^Ay-e^5 0 
if-'* 5 OiifsSJWIfB 2 7 fl Cco^jR^gjf L (^7^ 

^ 2 5t*#fig • S««^ — ?Vw2 3£#S3LT^*:£*i, 

2) 0 3l#j&S3^T-fc*Ul SPPgi§T^ir^a5 2 6 

^xm^^thtzmm\K^M^^^mmm2 21% 

»0tHUTia*KB3^ai{ai-S (^7^5 3) 0 ^ 
-^«Bt-^ft:Sfl5 1 5tt, iijf^JP^l 9%jYL,XZ<D/J: 
K)«BP l i«2 2 1 £§;{f L (^^^^3 5) . — 
KSrrco^BBSfl5Pq»2 2 1 (CctoTPf^-r^ {XT y 
^36) 0 Ife^^— *Bf#{bSBl 4Xtf7 f -?fti»tft 
£M5I1 ^th^n^^ikZthfzzr — ^DT (EK) & 
^f-^fb^n^^-^iiEK (DP) ^ffi«ffl^J?H519 

sr^LTif— ^s—^t-rs U7^3 7) 0 mmrn 
nu2 7(i :o7-^sr/7-^i^fii, -t^-^ 

Stfr- ^®T^-^^^2 4^LT^M^f-^ 2 
1 l&U^-^it2 I2t b"CP5#Sr3tt/C<5ftTE«ag 
t2 1(^t§ (X7^54) 0 

[0 0 14] IE! 3 a^t>*Il3 b fl If— ^5fC»i|ftStL 
fcx — ^S:#fia-r5i:#<7DaS*^K3. If— ^sXtftt 

«S*3SK3<^AtHy3ffl5l 2fl ^ftt/jJSf-^w* 

^J^^^r^/^^A^U, fflfSMWIfBl 9^r^L 
rif-v^5—-x-^S*^^fi-5 (^7^4 1) o 
if — ^ 5 C0afS$lJ»a5 2 7 tt. - (7)^*^§jf b (^V" 
y^6 1) , !?C0BiES:bfc«, #H8 • S»1*¥U3£ 

as 2 5 *i • aattT 1 — ^/u 2 3 sr#fla tt^* § 

2) 0 S*36SS-a-C*>*Lfl ^-^^T^ir^£|52 4 
tt, fg^^ttTt^-^ 2 1 1 tttfc-tZ>7*—?m2 1 2 
<t^^f-T6 U75//6 3) 0 AtB^I^12fi. ^(7) 
7^-^ 2 1 l&t^r-^ii2 1 2^ffl (^^^^4 
2) . <®A^T^-ir^$151 6 ?:^bT^Pfl§AiSl 1 1 

js^i (^-^^^4 3) , -(D'AmmAmi 1 ix 

WS«bfc7 f -*«2 1 2£r9fBM«l«l 9^rfTLTif 



7 

~y<5^mm-r^ uf>^4 4) 0 mm ®mn 2 7 & 
zcD^mmxm 1 1 1 Rz^r—?m2 1 2&§if l 

t^64) . SFBPq»T^ir^«B2 6 Ii85«^« 2 2 

E*o7b^HHBA«i 1 l k J r — *m2 l 2 3feW^Bi9tH 
Lfc8MS5SBP1«2 2 2 SriKSSJWA 2 7 LTIiffS 

^Sfl5Pq««-g-Sa5 7 3 fi. aff*J^SP7 S^r^brriXfb 

L 1 ) N -^X?mT 

1 2 ^LTS*v^^i7 1 2 SrBlt) ffiL (**ryzf 10 
8 2) N 85S^^^»7 1 2fCj:oTS}«(B5Fqai2 2 2 

T'7-^i2 12^f5 (^77^8 4) o 

-^«i«^k»7 4tt, 4*bihba«i i ii:iot»b 

ttfc-r — ^»EK*fl{p-^{kL (^77^8 5) . iifff&J 
t»6B 7 5 Sr^ttt- -^S-^COt 2 — ^liEK (PP) 
^^{f-r^> U7^^8 6) o aif3S»JW95 2 7fircOT f 

"^i^ft (^7^6 7) x fQmmms^mm-r 
& U7^6 8) 0 ^mmms<Dv"-^mm^i 7 

te. iifS»J«l3B 1 9 ijHtCOf- ^i§EK (PP) 20 
£${f b (^7^/^4 5) , fSAIir^-fe^asi 6£r^ 
LT8ME<BA«1 1 2£&I9£BL (x^-/^4 6) , 
"^iEK (PP) «iAH 1 2(Cj;oTa^t 

t-^®E K(; J: o t^CTf Ltr-^ 2 11 ?rm-^ 
L (^7^4 8) . Affl^Wl 2*S«*StLfc7 f -* 
*ffl;*381BK:tti;*J-*-S ^7^49) 0 
[0 0 15] S4I1 7*—* 2 11. t*— *«2 1 2 t 

-VH, ^2, • • • <D£ vfcHE^ixSo tti«E 30 

3KH£»$*LT^5 U^K^95Pq«b3&=»*Jffl"C 
7^— ^fttCtoTBff-g-fk^ttfc-T*-^ 2 1 1 
fl. ««E^i:fiaS:T-ft>5o ^BB«5P1«2 2 
ffif«fBPq«2 2 2fi, ^^-^tV^E^cOU-C/^ic^L 
Tift^StLS^-e. ^BH6BPq»2 2 1 ^.fcoTffff-SHfc;* 
*V fiM£SBF1»2 2 2 (aoTl^-^ix67-^i2 1 

£>o 40 
[0 0 16] 13 5 tie, 7^^<D#f&Xi*^f-*£oT 

5(1, if ? — Kir^SstJS-r— ^ 

£ c SS*3SS3(iA^$ttfc^.— If* !f = — K) 

£-*f~/^5^i£{f-r5 0 If— '<5<Z>l2*Lft^f&EJ&Jl 
^(?)f-^S:#iLt3.- 1f*^»ftbTfctL 

K3ttA*S*xfc^^!7- KSrw<DBBEffl^M«-eB»^ 
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E7— KPWA (IP) &BBEJB8ME»I Stf^lt/N 
KPWAS:#T, ^-^VuJiO^-if^Ai^^it 
t5^!7-KPWAt§^t5 0 ^*!7 — K^— &i" 

[ o o 1 7 ] m 6 #bs . ^mm^\^ 2 5 &n 0 ^ 

k;<^V— VcoMJZ^—^/^a, tf rir*c*03. 

— if<OjR-T53.-if ^<7>M53iJ^S:««FbTV^ 0 
*fc#flg . afttg-r— ^2 3tt\ ^/i— ^iirf 
- * SrfF pf-T 6 ttt& E57^ u^</u £ 7*— * S^^rF 

^rt-5^E^^i/-<^^^is:^-r^o 7*— *a»ttcD 
tf^-— if* A^^- im N jl— if 1 ttzm-rz 

k-rz> 0 mz-&m&m.&%: 1 w<a- 2 t^^M 
1 (D^f— ^ <D0mm t \s^<j\s 2 (Dy*— ^ (D&mm^ 

[0 0 18] ±EHJte?Kli(c:J;ixtf, ^5^»*ft$ 
tt^x— *»2 1 2««*E^tc:*flKbTHjF-^>fbStLS 
i: . sftttl^— 7>2 3 (^ot#§ . gft 

V^J: . SftttT 1 — ^2 3 60««E^(7>Ix></P 

ifji^-rn^^^— if ^(cjR-fs^-e. ^co^— 
if^/u-^c^Lrff^sns^iz^^tofcT*--^ 

^i3a5-C#5o 7*— 1 2tt»«K»|c 

a-jsttv^^\ 2 1 1 te«*E5>a>e>afca:L-c 

V^COT\ -^y b ^-^Httf-^ 2 1 1 £{si£L 
7t <9 — ^ 2 1 1 Sr«-g-i-5^«t*<7 f — ^StEK (D 
P) «>««K»S:*JE-rsrfc35Snr«B-CfcS 0 **ry? 
8 4tT-^i2 1 2^a-S-StLfc»fi. f-^iEK 

«A»^«toTBt#fb$ixT*y M7-^^ITM 



9 

^S#f*ffi*-^**«2 2 2&ffi-l§-e#i\ t£oTy^~ 
*«2 1 2&«4§-Cti\ ^«#JtC^-* 2 1 1 

^> x ^ A fi#c# L v^r ^ -t? x ©Jffil^ pr^T^fo S 0 
[0 0 19] 0 7f* N *^£riS^lh Sv-X^AJ^fi^ 

fM^glS, 3' v ^5, 5* SlI^^S^B 
8, 8' 7^bfHj}££;*X, ^rAAiv/XfisBttHf 

[0 0 2 0] ^mmm2 2 l&O^t&S^^ii 
2 2 2 S:aWSE»^4:Jc:K*tT*5< ~ <t t:: JzoT^-^ 
121 2^^S[x^coS:fij$r^7tL, i<DMmm.ft<Dy? 

-^£r**re#5 0 tfcf-^DTl (EK1) {Cttfc 
t^f-^iEKl (DPI) ^iMi2 2 1^D 
P 2 (CggjE-rSii^fcli^ ffi*^fl3 /j^TcO^—^Sf 20 
2 1 2 i: ^ Mi^ME^i ^rf-^ 5 L, V— 

^SligOTiDSl (MP) % f-^lEKl (D 

pi) Ri^^m^mop 2%m*gmmw:8^mm u 

SI (MP) S:SfLDSlS:1l5 0 WCDSl^ffl^ 
tr-^8EKl (DPI) ^S^-IEK 1 <h bfc^ % 
Sffc^lBg|5P^«DP 2 (aoTf-^lEK 1 
Sg^ftLTT — ^$(|EK 1 (DP 2) rtt^rS 
(t/c^-^5f^fBitSIM2 Kct&jfftStta^— ^«EK 
1 (DPI) S:r-^»EK1 (DP 2) (dioTJEff 30 
f 6 0 ^il^ctotf-^DT 1 (EK1) ^i^^-fZ 

EKl (DPI) icio^T±f2i:l^«C0^If|i^^fTUill 

[0 0 2 1 ] WJiM^itJ; 5i-. -r-^^fiSirSft, 

^^iCfi^Ti^-^^5 75^ALT^-if0^fiElcgg^^ 40 
-r — ^»f^O«l|BS:^-^y^i--5^T% «l»0>;fcv\AIW 

[0 0 2 2] 4*3±lEH*«lBt?f4. «*3SSfill8 Sr* 



— 2 9 4 1 2 0 

10 

EttttK2 1. iB«|gB2 2, ^-^ro^-^t^ 
*«7 2. 8«»ntjB^»7 3, t*- 7 

isX iis<Dm^mmw:8%:mrtz>^th^mxth& 0 * 

fl|-CS>?>. ^^n^Bfi«f(^fi!i<7DffiASiEa«S:ffi3 
[0 0 2 3] 

Hail iiffi^ii(OT^^^»j»^^^^(o«^ia-efc 

So 

[03b] mmmm^—^mm^m^mms 8 <d%± 

[0 4] ^-^«XW««B:^coHilS:KM-r 

S0-e&s o 

[05] ifffiE«aa<Dfl»js:iftM-r5Ei-e*>-5o 
[0 6 ] mmmm^—* <D^Mm&vt&^m*m7£-t 

[0 7] *^P^^ilffii-5^x^A^^0iJ^^:i-0-e 
[0 8] ^5fcO»ff^ii«^^^iN(7?«^&*i-|aT-fc 
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